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Abstract
Crime is a social problem, and it is a serious issue that affects everyone
in society. It affects the victims, perpetrators and their families. In addition, lack
of problem-solving capability does account for some criminal behaviors. Crime
has increased drastically within the last decade. The government has made an
attempt to reduce crime by analyzing and identifying potential criminal
behavior which is vital for prevention and intervention, as well as to identify

personality traits that tend to lead to delinquency.
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The new orientation for crime reduction is to predict the crime based on the
location and time, which will help the government in securing the crime
locations and protect people from potential crimes before they occur, while
reducing the number of crimes, this being the measure of success for this

solution

To achieve this goal, a social media database stored at cloud infrastructure is
used, and then a special algorithm is applied to analyze this big data and to
predict crime locations. in the end, this solution is constructed to be a package

as a service plug in a cloud infrastructure.
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Chapter One

Introduction

1.1 Introduction

Communication is the activity of conveying information through the
exchange of messages, information, and thoughts, by signals, visuals, writing
or behavior. Itis an essential part of the human life when it comes to interacting
and developing our society. Today however we have taken communication to a
new level, another form of written language: social media and social
networking. This sensation affects us in numerous ways and nowadays we can
access it at any times, because we are dealing with it all the time through our
cell phones. Social media has created a new way to communicate with people

from all around the world, so communications has been simplified.

People are linked together so that they can communicate with each other
through a network that enables multiple users to share information, as in Figure
1 [Janssen, 2015; Odessa, 2015. Users interact with others by using dynamic
web pages, IP phones, parallel Computing, and instant messaging

(Tutorialspoint, 2015).
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Smartphone

WiFi Router

Figure 1: Computer Network [Odessa, 2015]

All previous features and multiple types of connection channels to link people

evolve social networks.

Social networks is the basis of virtual communities. creating social
conventions through software and technology, people can connect and interact
with each other like in the real world, and this network allow each person to list
his/her interest like sports, food, opinions as well as share in all things at virtual
communities. all of this amount of data added a new concept to the technology

world which is called big data.
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Big data gives a lot of opportunities to companies, organizations, and the
government to help the decision maker from different sides. this is because
social network have profound impact on the economy because Individuals take

cues from one another rather than from a company, the press and the media.

Government can use this data to maintain security and raise awareness of

different aspects.

1.2 Computer Communications

There are many devices and software that help in communication between

Computers. Some of these terms are the following:

A. TCP/IP Protocol: Defense Advanced Research Projects Agency
(DARPA) has developed this protocol. This protocol was used in building
ARPANET to connect the existing computers in this agency, universities, and
other research centers. This network has been expanded and connected with
many other networks that exist in several countries and form what is now called
as Internet. TCP/IP protocol becomes general in providing services and for that,

it is used in constructing the open systems.
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It is a family that consists of several protocols and each one is allocated to deal
with one limited application within the miscellanies Internet applications.
TCP/IP is not considered as a collection network because it is works with any
computer type and with all kinds of operating systems. In addition it has enough
flexibility to work with any type of technology (e.g. it is possible to work with
X.25, frame Relay and ISDN Techniques). This is one reason for making TCP/IP

expand rapidly to become one of the more public for the network technology.

Servers and routers need TCP/IP protocol. Anyway, routers are not using
protocols in all layers, Router does not use first layer protocol such as File

Transfer protocol, because router does not execute such as these applications.

TCP/IP protocol consists of four layers and these are: Application Layer,
Transport Layer, Internet Layer, and Network Layer. List the programs and

devices that are deal with each layer are the following:

Application Layer: deals with the following software: SMTP, HTTP, FTP,

TelNet, DNS, BootIP DHCP, SNMP, etc.

Transport Layer: deals with the Transport Control Protocol TCP and UDP.

Internet Layer: deals with Internet Protocol, RARP, ARP, ICMP.
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Network Layer: Internet. Figure 2 shows the TCP/IP Architecture.

Host (yvour laptop) Target (webserver)

Media for data transfer (e.g. Ethernet)

Figure 2: TCP/IP Architecture (Arora, 2011)

B.  Internet: A network of networks, based on Contact and communication
between individuals and devices (Investintech, 2015). Internet is an
infrastructure of communication that include WWW, Video conferencing, ftp,
Email, Instant messaging (Ricci, 2011). Internet does not represent
communication role only, but it evolves to become the base of many different
areas and it achieves positive results that is the reason behind finding the
internet in all aspects life (Social, Commercial).

Today we find a number of organizations provide number of services to their
clients through the internet because it has become one of the essential

communication channel for most individuals
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Social Networks Sites is the first step to move the internet from virtual world to
real world in order to reflect the real world activities within a virtual world. In
addition, Social Network Sites make the organizations have the ability to
expand their scope, depending on the number of followers under the social
networks sites especially Facebook and to motivate it to make process
reengineering for all services to achieve more profit (Vermesan & Friess, 2013).
Today, the internet has become the internet of things. The social networks sites
have succeeded in representing real-world social aspect and are still developing,
and providing many services. Additionally it holds a positive impact on the
concept of the Internet of Things through all domains from cars, cameras,
machines and any other product or machine the individual using it on social
media that has its portion even in disparagement or praise (Wieber, 2015).

Social networks sites users present to the company decision makers golden
chances to test their products , compare them with other competitors products,
measure and monitor customers satisfaction, detect the weaknesses and
strengths, and helps identify exactly individual’s needs. This information is the
input to identify the organization position in the market and to help it to develop
and execute its own strategy to compete and survive in a very competitive

market.
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However, at this time, individuals work on the Internet is targeting a particular
category and a particular sector, but the results of the work and its benefits
accrue to the entire world, that is, he/she is not touching the lives of individuals
directly.

The advent of social networking sites was the beginning that made the Internet
enters into a new revolution, and these sites were able to gain the confidence of
individuals and succeeded in transferring the social life of individuals from the
real world into the virtual world with full details.

Social networking sites have created an atmosphere of interaction and
communication between individuals. Internet of things creates an atmosphere
of interaction between the individual and the things surrounding their homes,
cars, hometown, and so forth.

To get to the so-called E-Life, we do the following.

E-Life = Social Network Sites+ Internet of things.

People around the world tend to use the internet in all life aspects ; using internet
help to solve a lot of problems and the number of different activities done over
the internet makes the life more easier . many statistics as in Figure 3 shows the

increasing of using the internet
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Internet Users in the World
Distribution by World Regions - 2014 Q2

M Asia 45.T%

_l Europe 19.2%

Ol Lat Am / Carib. 10.5%

M Horth America 10.2%

M Africa 9.8%

M Middle East 3.T%

M Oceania / Australia 0.9%

Source: Internet World Stats - www.internetworldstats comistats htm
Basis: 3,035,749 340 Internet users on June 30, 2014
Copyright@ 2014, Miniwatts Marketing Group

Figure 3: Internet Users in the World (Internet World State, 2014)

C. IPv6: IPv4 will not be able to cover the increased size of the Internet
because there are more online users and more devices for each user and to
connect these devices to the internet which is finally becomes internet of things.
Because of the growing number of devices and users connecting to the internet
IETF (IETF, 2015) will need to accommodate this growth and to preserve the
connection on the internet and different services.

IPv6 can accommodate a number of users and devices with providing
communication to the Internet by creating IP addresses with 128 bit; IPv4
creates IP addresses with 32 bit.

Using IPv6 will provide feature of enabled networks and services without any
intervention from the user.IPv6 allow the sharing single IP address with

multiple client (Apple, 2015).
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Social Network Sites are the main reasons for the growth the number of users
and devices, users not aware about IPv6 but it does one of the reasons they have
to ability communicate within social networks sites.

"On social networks, users want to have multiple friends, partners, or relations
with other users. Therefore, it can be expected that there is a heavily meshed
network among these users. This will provide for good IPv6 connectivity
because each user (IPoSN router) will be IPv6 connected to all his/her friends
(IPoSN neighbor routers).

"Several Social Network Applications (SNASs) allow for plug-ins or for other
applications to be meshed with the social network. Those applications can then
generate IPv6 packets on the behalf of the users. Those packets can then be
transferred hop by hop, or rather user by user, over the mashed SNA/IPv6, until

they reach their destination (Vyncke, 2009)."

D.  Wireless Network: Is one of the most used technique in data transfer
technology trends with and growing expectation of ubiquitous connectivity. For
example it connect with social networks sites, check email, voice conversation,
web browsing, or myriad other activities. We now expect to be able to access
these online services regardless of location, time, or circumstance (Grigorik,

2013).
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Wireless networks are at the forefront of this trend, and it is a flexible data
communications system, which uses radio frequency technology to transmit and
receive data over the air, minimizing the need for wired connections (GC,
2013).

The spread of electronic services and individuals need it at various fields of life,
so we should expect to find number of different wireless technologies to meet
the needs, each with its specific characteristics based on its task. Today, we
already have number of widespread wireless technologies: Wi-Fi, LTE,
Bluetooth, WIMAX, ZigBee, HSPA, NFC, EV-DO, earlier 3G standards,
satellite services, and more (Grigorik, 2013).

Wireless networking proved to be very useful in public places — libraries, guest
houses, hotels, cafeterias, and schools are all places where one might find
wireless access to the Internet, as in Figure 4Error! Reference source not found.,

and Figure 5Error! Reference source not found. (Tabona, 2004).

FIG. 1
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Figure 4: Wireless Local Networks (Neo, 2015)

Gegr — Ta Wireless
“ o computer

. g > Y ooa U F

- -
“
P =5
Internet rModernn Wireless -
router — - I%

Wireless
Computer

Figure 5: Wireless Communications (Enquiries, 2015)

To achieve the greatest benefits from the wireless technology all manufactured
devices are becoming keen to be able to deal with wireless technology, and
become wireless networks. The first solution in any networks should be the
flexibility and freedom they provide, and then the evolution trend of mobile
devices to support the wireless technology, known as mobile computing.

E. Mobile computing: this refers to devices that allow people to access data
and information to the network anytime, anywhere (Bucky, 2015).

Mobile has many users in different fields like commercial, social and political.
Mobile computing has become the essential part of all individuals life, because
its ensures permanent internet connection, that allows individuals of practice all
social life within the social network sites. Also, mobile is able to have GPS

technology to identify your location and to search for different location.
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1.3 Social Networking

In this section, a brief description and its advantages will be given for Social

networking.

A. Social networking: A social networking service is an internet-based service
or site that allows building social relations among people and can expand
number of connections with family, and friends who have same interests,
activities and knowledge backgrounds, as well as serving business purposes,
educational, economic and political. Examples of social networking include

Facebook, LinkedIn, Twitter and Myspace.

Social Networking Site can be a good way to make connections and Interaction
between people with the advent of social network and the rapid deployment and
adoption of by it people; it leads to the question about the advantages of these

networks.

B. Advantages of social networking: There are many advantages in the social

Networking and can be listed as follows:

(1). For entrepreneurs Freelancers can find contacts via professional groups on
LinkedIn and Twitter, while business owners can make use of the large user

bases of Facebook and Twitter to market their products and services. Facebook
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has a range of services designed to help businesses market themselves more
effectively, because it reaches millions of people in a very short time and this
deployment is free, and has the has the ability to target with advertisements at
the precise demographic groups that are likely to respond favorably (Mikoluk,

2013).

(2). Contact and continuous communication between individuals is agreat
benefit of social networking sites because through these sites help individuals
re-connect with old relationships and maintain them, as well as make new
friends with individuals who have the same fields and Interests. Also, they help
you to identify and gain new skills through members who share their interests
and different opinions. In addition, to create an opportunity for you were not
available to you before. They communicate and collaborate with members of
different cultures and environments, such as students, staff, and university
professors, while helping spread ones particular thought or idea reach to

thousands of individuals [Weiyi and Zhen, 2013].

(3). Seeking a new job, Getting and giving product and service referrals,
Receiving support from like-minded individuals , Making or receiving advice

on career or personal issues (Cosmato, 2013).
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(4). Networking social sites have become a substitute for the weekly and daily
in the family-scale phone calls because these sites allow individuals to exchange
things and events of their daily lives with each other all the time and allowed
them to participate in these events through a comment on the slate publication
of articles or pictures. They cross the stage to be inform individuals of what
happened, but they became remote in participation, also social networking sites
include instant messaging feature that is, through chat exchange of information
at the same time and they is a big advantage in multiple areas and including the
field of education where can use this chat discussions between students or
between students and the lecturer to facilitate the exchange of ideas and
discussion through these sites people can participate in conferences long
distance or even just send out invitations and organize things for the conference

(Cosmato, 2013).

(5). According to professionals and academics, social networking sites allow
users to create networks of like-minded people. Academics find other scholars
to share research or ideas, or simply to talk to and “get their name out there".
Professionals find mutual friends and possible clients, employers, or business
partners. Social networking expands the horizons of what sort of contacts

people can make in their professional lives (G.S, 2015).
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(6). An additional area for politics such as politics social networking sites have
become very important. This area is a resource for political news, information
and finding likeminded issue-oriented people. In addition, it is a tool for voter

outreach in the run-up to elections.

1.4 Social Networking Survey report

Here is a survey report about social networking spread around the world and

how it used, this analysis from Pew Research Center, 2012:

Do You Use Social Networking
Sites?

No

internet™
BEritain i1s
.s.
Russia
Czech Rep.
Spain
Foland
Brazil
France
Italy
Turkey
Lebanon
Tunisia
Sermany
Mexico
China
Japan
Egypt
GSreece
Jordan
India
Fakistan

Figure 6: Use Social Network Sites (Wike, Horowitz, 2012)
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The percentage of social networking sites usied around the world.

Arab Publics Share Views about Politics,
Community, Religion Online
Do you ever use social networkin
sites to share your views about...**
% Saying they use,

social networking: Community
sites™® . Politics issues Religion
S X S S %o
Lebanaon 34 X 68 81 8
Tunisia 34 X 67 82 63
Egypt 30 | 63 74 63
Jardan 29 l &0 80 62
21-nation 34 34 46 14

median

Figure 7: Arab Publics Share (Wike & Horowitz, 2012)

The percentage of Arabs who share views about politics, community, and

religion

Social Networking Usage

% Saying _tfiev ! Do you ever use social networking sites to share your views about... ¥
use socCial 1

networking Music and Community

:
sites™ | movies issues Sports Politics Religion
% | % %a % % %a
u.s. 50 . 63 a7 49 37 3z
Britain 52 ! 49 36 35 30 8
France 39 : 59 14 40 i8 8
Sermany 34 , 50 42 29 27 7
Spain 49 ! 62 4 48 34 13
Italy 38 | 75 64 44 36 16
Greece 29 . a3 51 41 34 13
Poland 40 : 55 a0 35 19 9
Czech Rep. 49 ! 61 45 37 27 =]
Russia 50 ' 67 34 EE] 31 15
Turkey 35 | 78 63 61 57 53
Egypt 30 X 67 74 53 63 63
Jordan 29 . 63 80 68 60 62
Lebanon 34 ! 48 81 22 68 8
Tunisia 34 ! 77 a8z 64 67 63
Pakistan 3 ' -- -- -- -- --
China 31 | a6 50 50 35 10
India 6 X 35 a1 32 45 a0
Japan 30 | 55 3z 33 22 1
Brazil a0 ! 74 38 51 31 43
Mexica 33 ! a4 40 4z 21 15
MEDIAN 34 ' 67 46 43 34 14

se Social Network Site [Wike & Horowitz, 2012]
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The percentage of Social Networks Usage around the world and the percentage
of sharing content around the world is very high, according to Figure 8Error!

Reference source not found..

1.5 Information provided by social networking sites:

Social network sites allow users to build a personal page that need some of
information to become useful and enable all activities and features that allow

people to “friend” others and share content with other users.

In a new survey conducted in September 2014 of social networks site, we find
that Facebook remains by far the most popular social media site, as in Figure

9Error! Reference source not found..
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Social media sites, 2012-2014

% of online adulfs whouse the follomwing social media websites, by year

w2012 w2013 m2014

7171

Facebook LinkedIn Pinterest Instagram Twitter

Figure 9: Social Media Site [Duggan & et al, 2015]

Compare between different percentages for different social media sites used by

adults over a period of three years.

On Facebook, the largest social networks site, median user has 300 friends with
a wider variety of friends, wider variety of information from share more

personal information, and share their friends personal information, interest, and

activities.
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Type of data share with friends:

Real name, a photo of themselves, Birthdates, School name, University name,
company or organization of work name, city or town where they live,
relationship status, email address, videos of themselves, personal cell phone
number, and interests like (movies, music, books, quotes, political opinion) can

be shared between friends.

Additional use of Facebook method is to invite individuals to conference,
wedding, seminars, and meeting. All this data makes Facebook a treasure,
because if we like to analyze this data we can find rich information in all life
aspects. Large volume of data will open the door to political analysts and
economists to raise different issues affecting the area of the work of each of
them, and get satisfactory results that are impacted positively in various aspects.
1.6 Cloud Computing

Social networks have become a reflection of real-world relationships; Social
and practical through the virtual world. Facebook is one of the most important
of these sites that contains the largest number of users. Facebook facilitates the
communication between individuals and information exchange among
themselves at different times with different images. Facebook provide many
ways for interaction between users contribute to build new relationships and to

expand the knowledge circle in this virtual world.
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Facebook viewed the users as a data, since the registration at Facebook requires
the definition of some information and documentation for each user to be able
to get permission to enter and activate their personal account. Facebook always
need data, because it is the basis of development, and this is the reason to stay
Facebook the top of social network sites. Facebook innovated of how collect

diversity data from users.

When we participate on the Facebook site, each steps through our account is
data; activate our account, our chat, our interest, our opinion, our friends, and
many others. That is not enough for Facebook, as more data is needed, and that

Is the reasons behind app, tests, and advertisements.

This data is wealth, but how can Facebook control this data?

Cloud computing is the savior for the Facebook success story. Cloud new
business model delivered the reason for the solution of many problems and birth
of new ideas. Cloud Computing is a blessing to share resources in return for
payment of a bill of requirements used such as storage space, networks, and

computer processor (Dialogic, 2010).

Cloud in the sky means to cover something, and that really is the basic aim
behind the cloud. the Cloud collects number of people, organization, hardware,

internet and collaboration between it.
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First to achieve this collaboration and adopt it, and cloud should maintain
availability to any object at each time and for each place.
Second, facilitate each of single user and organization with multiple views:

A: Infrastructure of hardware and software, Servers and storage.

B: Allow of resource sharing

C: Upgrade of software

D: On-demand services

All this features have a common properties is scalability, reliability and
efficiency (Huth & Cebula, 2011). To give benefit for each organization to have
the latest technology, reduce cost, high level of services and availability at all

time (Chard & Caton, 2010).

Another potential benefit is that personal information may be better protected
in the cloud. Specifically, cloud computing may improve efforts to build privacy
protection into technology from the start and the use of better security
mechanisms ensuring that the information is safe and allow only people who

need to access to it (Borgmann & Hahn, 2012).
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() () 9 &9

Cloud computing Infrastructure as a Platform as a Service Software as a Service
delivers highly agile, next Service provides on- offers database or provides software on
generation services that are demand computing business applications demand, delivered over
always available by any user nfrastructure (server and substructures on the Internetand are
from any device and location  storage) all the way to the demand. based on a peruser

at any time. The services evel of operating system. cost basis.

nclude management, Flexible options provide

monitoring and security best-fit solutions for

for its public and private customers from server on

cloud customers demand, storage on

demand, virualisation, back-
up services, to optional off-
site storage.

In terms of social networking, using cloud-based communications provides
click-to-call capabilities from social networking sites. Access to Instant
Messaging systems and video communications will broaden the interlinking of

people within the social circle (Dialogic, 2010).

Social networking sites can be expanded for more than just communication
between friends, to become a social cloud, containing information and
resources. This expansion will provide an incentive for the exchange of

information and the construction of several integrated applications.

Infrastructure of the cloud in the area of social networks is a way to manage and
control the user by documenting his/her knowledge, and experience, as well as
being an important source of help in reducing crime and maintaining security.

This method helps to provide the environment with many requirements and
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projects, bringing many efforts to take advantage of social concepts through
these networks and extract information in many different areas by building

applications check which maintain specific check questions and clear goal.

1.7 Big Data

The use of relational databases was the basis on which it adopted the
organizations and individuals in solutions and new ideas. Structured database is
arule based on the relations between their information through specific primary

key links between the tables.

The rapid development of technology and the adoption of users by creating
great opportunities with the biggest challenges was the cloud computing. It is
one of the distinctive solutions that left a clear impact in solving many issues

while in addition creating many new ideas.

The cloud storage provides high available storage space consistently for many
organizations and individuals. The size of the stored data increases with
increasing storage space. The relational database is not the only data storage;
today organizations have different types of data format (structured and
unstructured) to be stored in the database. Combining structured data and

unstructured data gives a new perspective to the data so-called big data.
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The question that arises is: is big data with unstructured data achieving any

commercial value¢

Social networking sites are producing large amounts of unstructured data to
reach the size of terabytes or even peta bytes. Social media interactions offer an
in-depth view of customer’s manner, priorities, and their purchasing moods...
etc. as well as all sorts of information that aid business understand their
customers preferences. In fact, customer care moves to a whole new grade by
allowing business to address customer questions on social media, sometimes in
real time. It supports businesses helping their customers more preferences, but
also helps businesses put up a brand community concerning their social

interactions. It is paving the way for preferable collaboration.

We instruct that social media is a majestic channel for customer interactions. It
also offers businesses great insight into the mind of its customers. Cloud
solutions like unified communications and video conferencing offer leading
workspace collaboration. Social CRM is one tool that has grown from the
popular model of social media. Social tools, like Social CRM, have emerged as
the enterprise-grade solution for embracing a superior communication and
collaboration within the framework of an organization. Mobile, Data and Cloud

make every one of these solutions infinitely more accessible all while helping
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businesses comprehend how they are utilized in order to measure and predict

outcomes [Das and Kumar, 2013].

Big data demands additional new skills. There are a host of developed
technologies and new platforms to understand how to be effective with these

numbers of data, and the IT branches [Dion, 2010].

This thesis concerned of social big data analysis with different category to
achieve security and reduce crime to take preventive measures before they

occurred.
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1.8 The Statement of the Problem

Facebook is a big data database host by cloud infrastructure, and Facebook has
different data channels interactions with Facebook users; these interactions
come from the users trust of Facebook sites and have moved them from real
world to the virtual world. Facebook become a user life where people can do all
life activities through it, that’s has led to making Facebook probably a reason
for crimes, by when we found different opinions between the users, with the
readiness to make different events in different areas, maybe these can be
considered the introduction of criminal activity, and benefit from the Facebook

big data to predict crime locations.

We suggest this idea because through Facebook we can know what the users
think about something and what they want to do before doing anything, even

thought through Facebook are public for all to see.
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1.9 Contribution

In recent years, social media has become the users life, and it is the first platform
provide the treasure to government, organization, and researchers by data that
social media can collect because this time data is the language time and the

capital of all success sector.

For that, we need to protect this treasure and increase the benefits from this data

by stopping any criminal activity that’s threatens an individual safety.

1.10 Thesis Organization

In this thesis, the introduction discusses Social Media Sites, Big data and the
Cloud, literature reviews are discussed in chapter two. The proposed system
design for predicting crime locations based on the analysis of social media data
Is presented in chapter three. Chapter four contains the implementation of the
proposed prediction system. The result of the implemented system is stated in

chapter four. The conclusion and future works is detailed in chapter five.
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Chapter Two

Literature Review

1.11Introduction

Online, previously meant the users are connected to the internet. Today the
internet connection is available from any location. Online means that data
interaction such as photo, video, status and sharing any content with others
within social media networks such as Facebook. Facebook is one of the most
used sites in social media, which has number of users, and this number is
growing gradually. Facebook based on connecting people to these they know

and connect to friends who share the same interests.

Facebook succeeded at features friends list and information that sharing
between them, and all this data is stored at big data so this data is increasing and

Facebook features are increased like geo-social.
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1.12Facebook Properties

Geo-social (Wiki, 2015) in this type of networking a geographic services and
capabilities that is used to enable additional social dynamics. Location data or
geolocation techniques can be submitted to allow social networks to connect
and coordinate users with local people. Geolocation can be IP-based or use
hotspot trilateration. Texted location information tracking, for mobile social

networks, can enable location-based services to enrich social networking.

When Facebook users use geo-tagging the real world is reflected within virtual
world, because it can help in the transfer of the real user's movements patterns
in the virtual world The first control of the user's life and different type of

activity and in data interaction is life protection.

This is the main factor we should focus on and develop to preserve people life

style.

Facebook information treasure is using this data by marketing and
decision-making, e-commerce, education and much more in additional to a
number of studies depend on Facebook data and Facebook users opinion to
achieve number of goals, all previous result have succeed and adopted social

media in the life style so it is the backbone for all sector in our lives.
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1.13Facebook and Crime

Facebook is one of the biggest social media websites and through the using
Facebook and the using of its features of Facebook takes an important side in
all areas of our lives. It takes the first rank in the fields of entertainment, sports,
social and health. So issues Facebook is the main source of information through
the presentation of information and interaction with them, whether this
information was personal and family related or outside the family and friends
to be in the community with other issues. Today we look to Facebook as a mean
used by individuals for dating and entertainment without any benefit, and the
people share their details precisely through Facebook, because it controls a large
area of their time and thinking so our role is to make the interaction of
individuals with Facebook as the basis for achieving the security aspect, which
Is the most important aspect to be focused on and supported by large way
through Facebook, this information will teach us how to realize security and
safety, how to be closer to the control of the crime and how it will contribute to
raise the level of services that is provided to individuals to see the results of

satisfaction and safety reach to The highest level.
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Crime involves killing, drugs, stealing, or any other activity. When the crime
world uses it this means criminal activity and is all the criteria reason for crime

occurrence.

When, why, how, are three questions to ask for each crime that happens, and
we can use archives crime data, evidence from crime location and forensic
evidence. All these features will help to answer the questions and add to the
results to crimes archives at police department. However, can we control the

crime and expect it before it occurs?

The answer is yes, and that is what we want to achieve from this thesis by
adopting Facebook data to predict the crime location, which will lead to

preventing a number of criminal activities.
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1.14Literature Reviews

A Number of researchers benefited from local individual information,
individual data and opinion from social media sites, and different online tools
to analyze crime, one concerned to predict criminal behavior, another one

predict criminal activity and crime is suggesting the location.

Sujatha and Ezhilmaran (Sujatha & Ezhilmaran, 2014): This research
provides a new method for crime location prediction and protection by using
ABC and ARM algorithms based on UCI data. This method depends on socio-
economic features. These features are extracting from the database to get a new
attribute database. Using AMABC algorithms to cluster this database, based on
the result of this algorithm, using ARM algorithm to mine the high crime
location. Mined patterns get the high crime location volume, and on the future

which is high volume location.

This result depends on specific database size [1994,127] and all this data related
to the crime. This method cannot predict any new type of crime like when and

where it happened.
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Sukanya. M, T. Kalaikumaran and Dr. S. Karthik (Sukanya & et al, 2012):
The authors explain that criminal activities have increased tremendously. So
security has become a major issue to people. The police should take control
actions department. By analyzing the criminals' data, clustering and
classification techniques are used. This data will be stored in the criminals'
database. Spatial clustering algorithm and structured crime classification are
used to classify the criminal activities. More number of criminal activities
happened in the location. This location determined the hotspot of this type of
crime. Similar types of criminal activities grouped together by using GIS of this
information to determine the hotspot. Determining hotspot depends on three

types of crime classification:

1. Classification of crime place
2. Classification of crime types

3. Classification of crime time

This paper presents the method to identify the hotspot of crime. Based on the
type of crime the police department can easily identify the hotspot of the

burglary crime.
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This paper determines crime location and each location of crime activity type
based on analysis of police department data. By this, it can achieve the
protection from specific type of crime that has happened before at this location.

This method cannot determine any new criminal activity and any new location.

Yu Zheng (Zheng, 2012): location-acquisition empower people to use location
data with existing online social networks in a variety of ways. People can upload
Location-tagged photos to Flickr, comment on an event at the exact place where
the event is happening in Twitter, share their present locations on Foursquare,
record travel routes with GPS trajectories to share travel experiences in Gelfie.
The dimension of location helps bridge the gap between the physical world and
online social networking services. A Location-Based Social Network (LBSN)
does not only mean adding a location to an existing social network. Therefore,
people in the social structure can share location-embedded information. The
new social structure is made up of individuals connected by the interdependency
derived from their locations in the physical world as well as their location-
tagged media content such as photos, video, and texts. Perspective of users and
locations analyzes the unique features of LBSNs beyond traditional social

networks.
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Users create their own location-related stories in the physical world and browse
other people’s information as well. An online social site becomes a platform for
facilitating the sharing and understanding of people’s experiences. People in an
existing social network can expand their social structure with the new
interdependency derived from their locations. As location is one of the most
important components of user context, extensive knowledge about an
individual’s interests, behaviors, and relationships with others can be learned
from his/her locations. For instance, people who enjoy the same location can
connect with each other. Individuals constantly hiking the same mountain can
be put into contact with each other to share their travel experiences. All of this
will help to estimate and know information about users from locations they visit
and information they share, then understand the location with different views,

one of them is the number of users mobility to this location and users opinion.

Chung-Hsien, Max W (Chung & Max, 2012): Database gathering from police
department, and from this database prepared approach to dataset designing,
leads this field is crime records and crime related event, location and time
embedded with this data. Data classified depend on spatial and temporal
features to forecast the hotspots of specific type of crime which effect of any

location.
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This paper divides each city into a number of cells with same space, each cell

aggregate categories of different types of crimes.

First, define some of attribute related the crime, location, event, and other
factors. Then start of binary classification to make relation between input data
and predefined class label of data, the input data classification with the
predefined category label is counted for each category on the maps and set it as

hotspots label, and if the count for this category is increased it begins heating

up.

This paper depends on specific database and attribute that can predict specific

type of crime before it happens.

Mande, Srinivas, and Murthy (Mande & et al, 2012): This paper identifies the
criminal depending on some of data in the absence of clue or any witness by the
forensic experts. Using data mining technique to identify the criminal mapping
based on the database and variable of each new crime, helps to identify the
criminal using the Auto correlation. The way in which the incident has taken
location, time, modus operandi, criminal attribute and criminal psychological is
store in a database. All these data need analysis to determine the criminal, this

IS the big benefit when there is no witness and clues.
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This method has a database from the police department containing specific data

and criteria analysis that depends on it.

Das and Kumar (Das & Kumar, 2013): This paper is builds on approach to
achieve the analysis of big data depending on the twitter. At the beginning, the
authors establish the connection to follow public tweets from the twitter, then
using Hadoop platform to store the data by Hbase, which depend on it to build
interfaces that make interaction with these tweets. This paper proposes approach
to analysis big data but not using any algorithms on this data to extract any

information.

Nan and Chen (Nan & Chen, 2011): This paper is proposes a method of how
can benefit from social media data. The idea is to keep track of users who share
their location in the real world and each user can see where their friends and the
content tagged with this location, all this data collect by GPS with mobiles and

LSN with laptops.

This paper has a dataset from Bright kite provides a database contain user ID,
activity type like text, photo, and time of it activity. By the database, we define

the mobility patterns to evaluate the location based information sharing.
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The patterns depend on calculating each users movement path into clusters,
analyzes it to define miles clustering to obtain three type of user behavior result;

home users, home-work users, home-vacation users, and other users.

Gerber (Gerber, 2014): this method uses tweets from twitter to predict crime
activity. By collecting the crime type and frequency for each type from police
department, then determine study city and collects tweets tagged with GPS
coordinates falling within the city limits and with the same period of police

department data and tweets data.

Analysis of this data by calculate the probability occurrence of each
crime type depends on some features defined before, users tweets is the source
derived this features, while in addition the density of crime type from police

department, these two value estimate the threat point.

Deep analysis of tweets data and application of numbers of data modeling gives

more accurate features for crime type and to predict crime point.

Welyi S, Zhen M, and Jiangy (Weiyi & et al, 2013): this paper proposes a
lightweight approach for uncovering differences between pseudo and large-
scale cloud deployments. The proposed approach makes use of the readily-
available yet rarely used execution logs from these platforms. The approach

abstracts the execution logs, recovers the execution sequences, and compares
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the sequences between the pseudo and cloud deployments. Through a case study
on three representative Hadoop-based BDA Apps, show that proposed approach
can rapidly direct the attention of BDA App developers to the major differences
between the two deployments. Knowledge of such differences is essential in
verifying BDA Apps when analyzing big data in the cloud. Using injected
deployment faults show that approach not only significantly reduces the
deployment verification effort, but also provides very few false positives when

identifying deployment failures.

Groff, Elizabeth R. Nancy G. and La Vigne (Groff & et al, 2003): this paper
gives the true promise of crime mapping lies in its ability to identify early
warning signs across time and space, as well as to inform a proactive approach
to police problem solving and crime prevention. Recently, attempts to develop
predictive models of crime have increased, and while many of these efforts are
still in the early stages, enough new knowledge has been built to merit a review

of the range of methods employed to date.
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Uttam Mande, Y. Srinivas, and J.V.R. Murthy (Uttam & et al, 2012), The
latest technological developments contributed significantly towards
modernization, while at the same time increasing the concern about the security
issues. These technologies have hindered thee effective analysis about
criminals. Application of data mining concepts have improved, too. They Yield
better results in this direction. In this paper, binary clustering and classification
techniques have been used to analyze the criminal data. .This paper aims to
potentially identify a criminal based on the witness/clue at the crime spot an

auto correlation model is further used to ratify the criminal.

Tony H. Grubesic (Tony, 2014): One of the more popular approaches for the
detection of crime hot spots is cluster analysis. Implemented in a wide variety
of software packages, including Crime Stat, SPSS, SAS, and SPLUS, cluster
analysis can be an effective method for determining areas exhibiting elevated
concentrations of crime. However, it remains a particularly challenging task to
detect hot spots using clustering techniques because of the uncertainty
associated with the appropriate number of clusters to generate as well as
establishing the significance of individual clusters identified. This paper

highlights the potential utility of several diagnostics for resolving such issues.
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Google Analytics (Analytics Guide, 2014): it is a web analytics service offered

by Google that tracks and reports website traffic.

Users create and configure their account and connect your site to Analytics to
begin online review campaigns by tracking landing page quality and

conversions.

Goals might include sales, lead generation, viewing a specific page, or
downloading a particular file, additional to tracking visitors, create goals so you
can see how your visitors are converting into subscriptions, donations, and
revenue, while enabling ecommerce tracking for those who store within their

site.

Google Analytics' approach is to show high-level, dashboard-type data for the
casual user and more in-depth data further into the report set. Google Analytics
analysis can identify poorly performing pages with techniques such as funnel
visualization, where visitors came from (referrers), how long they stayed and
their geographical position. It also provides more advanced feature including

custom visitor segmentation.

Google Analytics e-commerce reporting can track sales activity and
performance. The e-commerce reports show a site's transactions, revenue, and

many other commerce-related metrics.
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Google Analytics Cohort analysis feature helps understand the behavior of
component groups of users apart from their user population. It is very much
beneficial to marketers and analysts for successful implementation of

Marketing Strategy.

Foursquare (Foursquare, 2015): location-based social network where you
“check in” to your favorite locations and let your friends know where you are.
Foursquare has deeper purposes than just location sharing with friends, though.
Many restaurants and stores will reward loyalty and frequent check-ins with

specials and deals.

To use Foursquare, you must have a GPS or Internet enabled phone. Once
you are in a location - for example, library or restaurant you can “check in” to

Foursquare and let your friends know where you are.

Every time you check into a location, you receive points. If you are
checking into a place for the first time, you earn more points. If you check in
with a friend, you earn even more points. The points don’t actually amount to
anything except a friendly competition among your friends and the bragging
rights of being on top. Foursquare useful from these point to analysis these

locations and answer to any question asked for or about any location.
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Your foursquare check-ins is completely private and only will be shared
with people that you approve. And, as an extra measure, each time you check-
in to a location you are given the option to share the check-in with friends on
Foursquare. Those who do want to share also have the option of broadcasting

the check-in on Facebook and Twitter.

Brightkite (Brightkite, 2015): Brightkite is a location-based social domain
network which allows users to 'check in' by using text messages or the
applications of mobile the users were able to see who is close and who has been
there before. Brightkite authorized registered users to connect with their present
friends and also meet new people according to the places where they go. Users
"checked in" at a place, they can permit to add post notes and photos to a
location and other users can put their comments on these posts .The Brightkite
Is considered a visualization tool which is used by the users to show real-time
updates from a place, user or keyword. Users also have the choice to show posts
from Twitter containing a specific hash tag. The combination with Facebook is
a great strategy for Brightkite What it means at an essential level is that
Brightkite users will be able to share their location with their friends and publish

the information as a status message or news feed on Facebook...
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Shaomei and Adamic (Shaomei & Adamic, 2015): This paper presents the
empirical study of how visually impaired people use online social networks,
specifically Facebook. We identify a sample of visually impaired users, and
study the activities they perform, the content they produce, and the friendship
networks they build on Facebook. We find that visually impaired users
participate on Facebook (e.g. status updates, comments, likes) as much as the
general population, and receive more feedback (i.e., comments and likes) on
average on their content. By analyzing the content produced by visually
impaired users, we find that they share their experiences and issues relates to
vision impairment. We also identify distinctive patterns in their language and
technology use. We also show that, compared to other users, visually impaired
users have smaller social networks, but such differences have decreased over

time.

Our findings have implications for improving the utility and usability of online

social networks for visually impaired users.

Chen, Kaafar, and Boreli (Chen & et al, 2013) The extended availability of
positioning technologies such as GPS in smartphones and other smartphones
tools has enhanced the use of real-time location updates in the apps of

smartphones and location based services. Location-Based Social Networks
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(LBSNSs) like Foursquare, Facebook Place, supply a platform for updating
one’s location that is viewable by friends, by checking into a set of venues in
the geographical proximity of the user’s present location. The check-in- and
content sharing-based LBSN have been studied by extended way with a focus
on various topics, including users’ behavior. This paper, investigates a new
LBSD mobile network by studying the dataset collected from an increasingly
public social discovery application, “Momo”1, Momo supplies two OSN
related functions: social discovery, that enables a user to discover surrounding
people based on the geographical distance between them, and instant messaging
that allows users to (subsequently) communicate. By default, the application
updates the user’s location to the server (unless users explicitly opt-out of status
updates); hence, a rich set of spatio-temporal information about the users is

captured in our dataset.

Shaomei and Adamic (Shaomei & Adamic, 2014) this paper presents the first
large-scale empirical study of how visually impaired people use online social
media, more specifically Facebook. We have a piece of 50K visually impaired
users, and we study the activities which they perform the content they make and
the friendship networks they build on Facebook. We find that visually impaired

users participate on Facebook (status updates, comments, likes) as much as the
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common population, and receive more feedback (comments and likes) on
average on their content. By analyzing the content made by visually impaired
users, we find that they share their experiment and cases that related to vision
impairment. The authors also identify characteristic patterns in their language
and technology use. Authors also show that, compared to other users, visually
impaired users have smaller social networks but such variances have reduced
through time. The findings have implications for improving the utility and

usability of online social media for visually impaired users.

Irena and Florian (Irena & Florian, 2014) the general nature of user created
content on social media platforms offers the possibility for trend controlling as
an insight into the topics that attract the attention of a large portion of users.
When the scholars and practitioners have previously knew Google and Twitter
as a valuable source of trend information, then there are no actual
implementations or research efforts in the field of trend detection over Facebook
public posts. In this paper, authors give two contributions towards trends
controlling through the public posts of Facebook. In addition, the suggestion to
evaluate a system for trend detection based on the Features of the posts, which
shared on Facebook. Based on our results we suggest three categories of

trending topics: ‘daily routines’, ‘general topics’ and ‘disruptive events’.
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Analyze and compare the features of the proposed categories in terms of
distribution and information diffusion in order to increase the comprehension
of emerging trends on Facebook. In the end, draw conclusions can perform our
findings in terms of challenges and opportunities for future work in this
direction. This paper present two contributions towards trend monitoring over
Facebook public posts. Propose and evaluate a system for trend monitoring
based on the Features of the posts shared on Facebook. Based on our results we
distinguish between three categories of trending topics: (1) ‘disruptive events’,
(2) ‘popular topics’ and (3) ‘daily routines’. We analyze and compare the
features of the proposed categories in terms of distribution and information
diffusion in order to increase the understanding on emerging trends on

Facebook.
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Chapter Three
The Proposed System Design

1.15Introduction

Security and safety are the most important needs of any individual in this
life so the government has to ensure those needs are met for the citizens in every

way and by all means available.

The world today is the world of technology and must be based on the
information in all fields. The information specified is no longer limited in the
particular field and purpose of a specific target is the required information. We
are now seeking to gather information in various forms for many fields, collect
the structured and unstructured information that has built many applications and

large data that provided the ability to store this data and work on them.

Facebook is an ideal source for data used in decision support and thus it is
possible to discuss through Facebook posting of the events and emotions
openly. In addition, we share emotions and events in its time, which mean in its
real-time. Facebook can be used to organize many events and meetings and this
helps to know events before the full details of where and when they occur as

well as the participants of it.
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This thesis provides a new method to take advantage of information and
social networking sites in the achievement of security and safety while

controlling rimes and to be a starting line for many developments.

The prediction of criminal activity and controlling it must be through the
control of the criminal sites and criminal activities. This will help police to re-
arrang and distributing forces in the places to commensurate with the results of

the analysis to reduce the incidence of crimes.

Crime Prediction Application is a set of application to collect, normalize
and analyze Facebook data, the first application is a web application designed
to collect Facebook posts and store this data in the project Database, the second
application developed to normalize these posts and get them ready for analysis,
then the normalized data is analyzed based on the certain criteria to find out
suspected/outlier posts and then compare it with the actual cybercrime database

to conclude the feasibility of this project.
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1.16Research Overview

This research is motivated to add new study of the most critical problem; that is
the crime; we should define a new method for predicting the crime by the

following:

1. Determine the industry of research based on the nature of city areas and

popular locations, in this project we concentrate on the restaurants.

2. Determine the areas/locations (city-blocks) of interest, we took the most
famous areas that considered to be major centers for restaurants in
Amman (Abdoun, Abdallah Ghosheh Street, AlMadina Almonawara

Steet. Mecca Street, Swaifieh and Shemeisani)

3. Determine the targeted restaurants in these locations, we covered the

most important and popular restaurants (KFC, McDonalds,...etc)

4. Develop a web based application to collect the related posts from
Facebook using Facebook APIs and by creating pages and using
Facebook Like option to view and collect restaurants pages comments

and reviews.
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. Build the industry dictionary which includes (the main keywords and its
attributes) and build the common used key words that will be considered

during the post analysis (adverbs and negative words)

. Develop the normalization .Net class which execute a cleansing process
to take out undesired letters and make it consistent with the dictionary

keywords (remove "J", replace """ with "+", remove repeated characters

.. etc.)

. Develop the Classifier .Net class that will get the normalized posts, split

them based on the industry dictionary and compute a rate for each post.

. The results then reformatted and analyzed while comparing them with

Facebook restaurant rate to check out any outliers.

. Compare the outliers with the actual Cyber Crime and CID Database to

prove the feasibility of the project.
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1.17 Industry of Research

The industry that will be covered in this thesis is the restaurants, one of the
major businesses in Amman which is almost crowded by customers and
restaurant management mostly depends on the internet and other media to

promote their products.

The application design provide the capability to define many industries, the
industry key is considered in the detailed dictionary key words and attributes to

have more accurate result, and to make it ready to process other industries posts.

FardoOoOrRA-PC . Crirme - dbo JIndustry =<

IndustryIl IndustryMName
- E FRestaurants
2 Fl=dical
= Educaticon
- ot Y L

Figure 10: Industry lookup
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1.18Areas of Study

The thesis will study the most popular restaurant clusters in Amman where
many restaurants have branches in these locations; the posts collection process
will get also the location of the restaurant to be used when analyzing the posts,

the targeted locations are listed in Figure 11.

RANOOM-PC,Crime - dbo.Locations |

LocationID LocationMame
2 E Tla'a Al-ali, Al-Gardenz, Al-Madina Almonawara
2 Al-Madina AlRyadiah, Al-Shmeisani
3 Abo-Msair, Al-Jbaiha
4 Abdoun,Dair Ghbar, Dahiet Al-Yasmeen
5 Mecca 5t, Khalda, Al- Rabieh, Um-thainah, Abdallah Ghosheh

Figure 11: Locations lookup
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1.19Restaurants of Study

Most well-known restaurants are considered in this thesis, especially those that
Facebook rated them based on customers rates, the thesis will study the

restaurants listed in Figure 12.

RANOOM-PC.Crime - dbo.Entity < IR

EntityID EntityMame Industryld FE_Rate
(3 1| KFC 1 4
2 MecDonalds 1 E
3 fooka 1 4
4 Lebrnani Snack 1 4
5 SubWay 1 4
& Deir EI Qamar 1 4.2
7 Chili House 1 4
8 Salad House 1 2.5
10 The Cake shop 1 4.5
11 Pizza Hut 1 3
- MULL MULL UL MULE

Figure 12: Entity lookup (restaurants)
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1.20Facebook Data Collection Application

1.20.1Facebook Application Programming Interface (API)

The target data source is Facebook; we are able to have the Public Posts by
using Facebook API that can make representational State Transfer (REST) calls
to Facebook, Facebook Query Language (FQL) which is SQL-styled query
language and Facebook JavaScript language. By releasing this platform,
Facebook built an apparatus that allows developers to create external
applications and to empower Facebook users to interact with one another in new
and exciting ways—ways that you, as a developer, get to invent. Facebook has
also opened up its platform to Internet-connected desktop applications with its

Java client library (Graham, 2008).

To get customers posts, we built a Facebook Competition application under
Facebook platform to gain access to users public data, the purpose of this
application is to motivate users to login by Facebook username and password,
it is a simple competition application that asks users some simple questions to

enter the competition.

We then used customer user ID to get their comments. Additionally, we can
extract the public posts and comments in general. All these information used to

study user behavior and analyze user opinion for a certain study area.
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1.20.2Data Collection Algorithm

These steps show the collection process of social media data. Facebook is the
data source, gathering the information from it using the developed Facebook
app.

1. Login at Facebook account.

2. Request build Facebook app.

3. Fill required information.

4. IF valid then start app.

5. Else retype required information, go to step 4.

6. Request data from API.

7. Retrieve JSON file.

8. Read JSON files from .NET.

9. Store at Database.

1.20.3Facebook Page Sharing

As Facebook has restricted the access by API to a certain number of posts and
comments length, we have created a page to communicate/share with some
Facebook pages in different locations and places using Facebook Like option,
in this way we can get data about review, post, number of likes, and number of

visit for these pages as they are developed and administered by the restaurants
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to interact with customers and collect their feedback, opinions and needs. Based
on these information, the restaurants management make the required decisions
to enhance their products and services and keep the business running and
competitive.

We also include the thesis many of statistics on crimes incidence of crime in
Jordan from Criminal Investigation Department (CID, 2015) and from Cyber-
crime unit in Jordan. The reason for adding these statistics is to support or to

refute the results of this thesis study areas.

1.20.4Competition Application Design

We build the Facebook application by using .Net environment, SQL server
database, and establish the connection with Facebook API. This application
uses number of questions where each question has number of possible answers

and one of these answers is correct.

The ability of reaching the data is from the API. This app takes access token
that is achieved when request is used to build new application from Facebook
and through Facebook login. Users can access this app and Facebook login will

be available through app developer Facebook page.

Facebook provides multiple client libraries for different programming

language to give the ability to access information.
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Competition Application Steps:

1) Prepare web application under .net environment with Facebook library to
achieve connection with Facebook API.

2) Build database schema using SQL server to achieve application target
goal and to store JASON and XML files by retrieving from API.

3) Build user interface for application, competition app need design for view
questions and possible answers as well as design for the control panel that
shows the data which retrieve from API.

4) Programming this app for users so they can access it through Facebook
login.

5) Login authentication conveys a number of data related to it like ID, Name
and public personal information.

6) From this ID it is possible to access the user's information, with multiple
layers, with code side define what data want to retrieve from API, read it

from JASON and XML, and store this data at app database.

Another method for get information by the following:

1) Create account admin at Facebook.

2) Collect different locations and pages under this account by like option.
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3) By ID for each page can access to all information, need at store at
database like post, comment, post of pages, reviews, number of like,

number of visit.

1.20.4.1 Application Process

This process shows applications configuration, at Facebook level and .Net
environment level, to gain accessibility to Facebook data by API.
1. Facebook, Create application level Process.
A. Facebook, Competition app.
1) Open Facebook website.
2) If you have FB account then enter email and password then login
3) If not, Sign in by entering required information, after successfully
creating an account, enter email and password then login to Facebook.
4) Request to build new Facebook app, and then name this app and get

access token ID.

B. Facebook, .Net environment Process.
1) From (.net) it is possible to create new web app.
2) Included API Facebook libraries need.

3) Build design for app user interface.
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4) Programming main app features which depend on Facebook API or
not and define app id to get connection with Facebook.

5) Loginto this app by Facebook login achieve from Facebook developer
page.

6) From this login achieve access token, object ID, which that a method
for Facebook data access.

7) API data retrieve as JASON file, read this data and store it at DB.

2. Facebook, Admin account Process.

1) Open Facebook website.

2) If user has FB account then enters email, password and then login.

3) If there is no account then signs in by entering the required information.
After successfully create account, enter email and password then login to
Facebook.

4) Request to build new Facebook app, naming this app and get app ID.

5) Using .Net environment to build new web app to define user interface to
be able to login by Facebook login and get data from it.

6) Store this data at database there was defined before.
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1.20.4.2 Facebook .Net Chart:

This chart shows steps to create Facebook app integrated with .Net web app

and finally to retrieve data that stored into database as shown in Figure 13.

Login with Facebook Account

/ \

Create account Admin App Create Competition App
y \J
Create Net web App Create Net web App
vy r
Design UI to this app Design Ul to this app
Connect with API Connect with API
Database

Figure 13: Facebook, .Net app
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1.21Industry Dictionary

For each industry there are common key words that people almost used to
express their opinions, and we organized these key words in a well-designed
database structure that facilitate and increase the efficiency of data processing,
this dictionary contains four main tables that are considered the industry of
research, also this database can be enriched with new key words are and
attributes by using its configuration interface that allow the user to enhance the
accuracy as more key words added to the dictionary, the dictionary database has

the below structure:
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FANOOM-PC.Crime - dbo.Negative

Megativeld MegativeWord
» (0 i
2 »
3 2
4 vt
3 ==
B L=

lRANDDM-PC.Crime - dbo.Adverbs X -

AdverblD AdverbName
y 0 #

2 A

E #

4 e

3 P

6 s
v |NULL NULL

RANOOM-PC Crime - deo Dictorary < [

Figure 14: Industry data dictionary

Industryld ClassID MainKeyWord Dicld
» 0 1 Js1 24
1 1 plaksl 25
1 1 agll 26
1 1 szl 27
1 1 eladll 28
1 1 skl 29
1 1 oLzl 30
1 2 dzaall Eil
1 2 ERPC 32
1 2 wllell EE]
1 2 Jalzzl EL
1 2 slzsll EST
1 3 el 36
1 3 il e
1 3 aadll 38
1 3 PLI] 39
1 4 olsall 40
1 4 pasill 41
1 4 sl 42
1 5 aagl 43
1 5 Jeonall 44
1 5 gl 45
1 1 S50 46
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RAMOOM-PC.Crime - dbo.Classes

ClassID ClassMarr

1=

Food
Service
Price
Place
Cheerall
MULL MULL

Ln =l pea

RANOOM-PC.Crime - dbo.DicAttribute > NN

IndustryIl} ClassID Attribute

.4

[ e ey =y

S
bls
E
e
Sudd
&=l

I N N N R A e s N T R T S R R S
&
v
b
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1.22Data Normalization

After completing the data collection process, all posts are processed to get them
ready for analysis and classification, this is achieved by running the
normalization process that will scan the post and remove/clean it from undesired
words such as repeated words and letter that are commonly used in posts
writing, also to increase the efficiency of word matching and searching, the
common Arabic characters that users always do not distinguish between them
when writing the post are uniformed, English letters, punctuation ,numbers are
all removed from the post before saving it in a new database field to get it ready

for analysis and classification, below are the steps for the normalization process:
Start.
- GetPost (PostID)
a. Remove stop word
b. Remove number
c. Remove prefix
d. Remove non Arabic letter

e. Remove duplicate words
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f.  Remove duplicate letters
g. Replace common used Arabic letters
h. Remove punctuation characters

- Update master Posts table with normalized post.

Cl_i__z-u_l' J'a‘_t_':yl- ':"J EJ"\__I_;L li:l—” J._ul- E_El_?-'j_# ':'J un__l;_l__LhJ _;\:'_L.I_r, _,__Lu r.'.'a‘_l‘_h_il-
u_l_': Q_E_Ld E.J._l_._dnji‘_.h__l ;':"E" I\_5|- CA__IJ_LEIl- . Bl -ﬂ_g_u: .:,_L_u: ,;,_H:‘_m_i_’ E_Hl-_}_w- FS_H-
dmel 3 50 Lad a_;._,_ﬂ_i_il UI_L': = e Hu_LL_IJ J__LL.I_]" JJ_EJ_L_I al ﬂJJ_l'u_il

Sl Sdaadas La Falb ... .J__I.JJ_L“- J__LL.I_]" :'_LL_Lh :'_r,_’ F.__I.JJ g [ \ﬂ_i_’_i_t__l
3 4z aba FS_id_'lJ_AJEIJE,_LLI_‘jjJ_HJ_?- La -J:'_t_‘:yl'_’ d_is_u: r_‘.:'_l_l' E_w-l-_}_m__l_’\ﬂ_t_l_é
Fay Olsa Tl

o

daal o pf 9l Sisl 85 slael ppla) pEE0 4BeWe ey ok jLias pui € alak

B oI T B e e R e I
srig bimek L0 padf p20 dde Jgfe s gt p 50 Lad 03308 450 38w Fpldii g
o BEie s de Lo alaeW! o ddme pal ol odsl pw IR Sl SEEs L P3P Aads

ez OS2 4—'J—‘-'"—"F-—<~—'4—'J—‘-*ﬂ—4

Figure 15: Data normalization process
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1.23Database Schema:

Database schema is designed to include a set of tables to store Facebook
data that is collected from competition and Facebook pages described above,
tables related to the competition itself and this will be out of the analysis
process, the industry dictionary data tables are part of the project database
schema, all these data table are the input for the classification process to
compute the rate at the level of post, restaurant and location to calculate actual
rate indirectly based on people behavior and impression instead of directly
rating the request on Facebook. Figure 16 below describe the main data base

tables and the relation between them.

www.manaraa.com



67

Classification

Posts Adverbs
Postld % AdverbID
PaostDate AdverbMame
LocationID
EntitylD
PostText == Locations

% LocationID

MormalizedPost
Status
CalculatedRate

LocationMName

PostlD
PaostDet
ClassMame

Polarity

8

!

Entity

7 EntitylD
EntityName
Industryld
FB_Rate

Dictionary

Industryld

ClassID

MainKeyWord
? Dicld

Negative

% MNegativeld
MNegativeWord

Industry

% IndustrylD
IndustryMame

Classes

7 ClassID

ClassMame

DicAttribute

IndustryID
ClassID
Attribute

Polarity

Figure 16: Database schema
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1.24 Data Analysis and Classification

This section presents the core process of the thesis, the target of this
process is to evaluate the post and compute a rate for it, this rate will be used as
an indicator to the customer opinion/ satisfaction and his/her expected behavior
accordingly, if the post rate is below the overall Facebook restaurant rate
(outlier), we conclude that this customer behaved improperly and became a
reason for a problem or crime, also the restaurant overall rate and location
overall rate will be computed to measure the customers overall satisfaction, low
rates indicates that these locations are good environment for crimes and the
government should pay more attention and re-plan its existence to prevent any
crimes.

The results of this process will be then compared with CID database for a certain
period to check the relation and the feasibility of this thesis study results.
The classification process main steps include the following:
- Scan the post word by word till finding a key word based on the industry
dictionary and fill it in with a new variable.
- Get the second word and check if it is negative word, if yes add it to the
variable

- Check If it is an adverb, if yes add it to the new variable

www.manaraa.com



69

- Check the attributes related to this key word based on the industry and
the class of the key word and add it to the variable

- Get the polarity of the attribute and check if a negative word is found in
the text , if yes get the opposite polarity (negative became positive and
positive became negative)

- Create a new record for the split text of the post in the classification table
and fill the section polarity and value (polarity value is 1 for positive and
0 for negative and 0.5 for neutral)

- Get the next word and repeat the process until the post is completed

- If the post did not contain the keywords for certain class , a new record
will be created with neutral polarity (as the user did not complain or
complement this class ), so each post will have the polarity for each class

- After that the sum of the polarities (1,0, 0.5) for a certain post will be
computed to get the post rate.

- Update the post rate in the master posts table and get the next post.

At the end of this process we will have a rate for each post, this rate will be the

subject of comparison to find out the outliers and to conclude the results.
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1.25 Project Limitations

The biggest challenge in this thesis is a compilation of information through
Facebook although we resolved some difficulties but we could not solve them
permanently. The following are some of the limitations that we faced:
1. The public posts were collected by Facebook API so it is difficult to
get any permission from Facebook to choose the whole information even
after contacting Facebook and providing them with reports about the
reasons for having this information.
2. Facebook API allows the retrieval of limited number of posts.
3. The working on the analysis of Arabic language was so difficult
because there are few sources that used for the Arabic language in
addition to the absence of a standard, which combines all the words and
covers all cases.
4. The inability of processing the chat language that use sentences with
Arabic characters and numbers.
5. Facebook posts do not have a fixed number of characters (such as
twitter)  and this caused a problem of losing part of these posts while

retrieving the data.
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6. Because of the existence of non-limit number of characters in
Facebook post, this led to the problem that provided information through
the post could not be written to expressive writing and there were data
formats for different ages.

7. Additional sources of information from Division of cyber-crime at
Jordan and Jordan CID provided information in the form of statistics and

Excel files, which were process manually.
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1.26 Project Environments

This project was built under Facebook, by create app depending on
Facebook API to get data from Facebook. API is an interface used to get data
from Facebook by create get request. APl based on http to query data, manage
ads, upload photos, post new stories and a variety of other tasks that an app
might need to do. API is a social graph that represents Facebook information
that includes the following:

1. Nodes (basically "things" such as a User, a Photo, a Page, a
Comment).
2. Edges (the connections between those "things", such as a Page's
Photos, or a Photo's Comments).
3. Fields (info about those "things", such as the birthday of a User, or
the name of a Page).
Via standard HTTP, request methods. The data itself is usually wrapped in
some standard format (such as JSON or XML) to make it easy to handle. Most
Graph API requests will require the use of access tokens, which your app can
generate by implementing Facebook Login, but in general, you can read APIs
by making HTTP GET requests to nodes or edges on those nodes and each node

has a unique ID, which is use to access it via the Graph API (Facebook, 2015).
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ASP.NET Web Applications

ASP.NET is a framework for building great Web sites and Web applications
using HTML, CSS and JavaScript, which that runs in a web browser. It is
created in a browser-supported programming language (such as the
combination of JavaScript, HTML and CSS) and relies on a web browser to
render the application.

This framework is very useful to build the suggested competition app, which
read data from Facebook API. This app contains number of questions and users
should answer them after Facebook login. By this login, we can get data from
API while users enjoying with answering the competition questions to achieve
prize.

SQL Server

It is a relational database management system, and it is a software product with
the primary function of storing and retrieving data as requested by other
software applications which may run either on the same computer or on another

computer across a network (including the Internet).

Competition app connect with SQL server database to store each users answer
and check which one is winner, additional Facebook API data retrieve by JSON,

read this JSON file and store it within app database.
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C# Language

It is an object-oriented programming language from Microsoft. It is designed
to work with Microsoft's .Net platform. Microsoft's aim is to facilitate the
exchange of information and services over the Web, and to enable developers
to build highly portable applications. C# simplifies programming through its
use of Extensible Markup Language (XML) and Simple Object Access Protocol

(SOAP), we depend on it for analyzing Facebook API data.
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Chapter Four

Result and Discussions

1.27 Introduction

In this chapter, we will present the output of each application/ process
using the test data, then we will present the whole system output based on the
actual data and after that we will find out the outliers match them with CID

database to prove the feasibility of this application.

1.28Competition Facebook Application

The main function of this application is to get the users or customer posts
with its related information such as postdate, locations, these posts collected
and stored in the posts master table, this table initially is filled with the PostlDd,
PostDate, LocationID, EntitylD (which represents the restaurant id) and the
PostText, below is a sample of the collected data using this application as shown

in Figure 17.
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This application has been programmed using Facebook API to gather the

data and C# programming language through the .Net environment to manipulate

the data and store it in the SQL Database.

Developing this app was achieved by defining of multiple methods for data

collection, and then shows how it manipulates the data to be ready for storing

in the Database and then store it in the Posts master table described above.

Postld

I Y IV = |

PostDrate
2014-04-15
2014-04-16
2014-04-17
2014-04-15
2014-04-15
2014-04-15
2014-07-15
2014 -06-15
2014 -05-15
2014-04-16
2014-08-16
2014-04-16
2014 -04-16
2014 -09-16
2014-05-16
2014-07-17
2014-07-17
2014-07-17
2014-04-17
2014-04-15
2014-04-16
2014 -06-16
2014-04-17

i
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Figure 17: Sample of collected posts
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1.29Normalization and Classification Application

This application has two main functions, normalization and classification which

described in the following sections

1.29.1Normalization

The Normalization process as described in chapter 3, is a data cleansing
process to standardize the post words by removing duplicated letters in the same
word, duplicated words, English and number character, and replacing some
Arabic letters to uniform and align it with the dictionary key words and
attribute, the purpose of this process to increase the efficiency of post processing

and splitting as well as to standardize the data dictionary

The input for this function is the Posts master table where the Post Text
field is scanned and normalized and then stored in Normalized Post in the same

table, below is a sample of this output as shown in Figure 18.
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Figure 18: Sample of normalized posts
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1.29.2 Classification

The main data manipulation process is performed in this part of the code, this
function gets the normalized posts one by and perform the following main

steps to calculate the post rate:

- Scan the post word by word to find the key words based on the industry
dictionary and attribute considering the negative and adverb word and the
industry classes, the classes of a certain industry represent the main
evaluation criteria for it (for restaurant industry we have five classes

which are Food, Service, Price, Place and Overall )

Split the post depending on the industry dictionary, attributes and classes,
the output of this process is the classification table which have the Post

ID, PostDet (the splitting output), ClassName and Polarity.

- At the end of the process, the function checks if the post generates the
five sections of the classes or not, if not the remaining sections are filled
and assigned Neutral Polarity value. For example if the customer did not
complain or complement on a certain class, it will be considered

acceptable (Neutral)
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- The function is then computed the post rate based on the following

weight:

o 1 for Positive Polarity classes

o 0.5 for Neutral Polarity classes

o 0 for Negative Polarity classes

Figure 19 presents sample of the testing process for these posts with the
generated classes and the value assigned based on the polarity for each split

(PostDet)

FostIlhy Fosthet ClassMHNames Folarity FRate
1 =2 ogl o o oD FPlace FPositwe 1
= 5 el S Food Fositive 1
= 5 e narlac gl aarl FPrice MHMeutral a.5
=3 = Gleoo pesm olele Food Fositive 1
= 1= s Sl sl o Plac= FPositive 1
[ 17 TR W Y Food Fositive 1
- 17 T I N T Food Fositive 1
8 20 Flioon o Eaf Food Fositwe 1
= 20 Al G Serwvice FPositwe 1
10 27 el o e B Dy Plac= Poasitwve 1
11 i = N I S Flac= FPositive 1
1> =1 = Fl o= B Flac= Fositive 1
13 == T I o Flac= Fositive 1
1<% 35 T e SR L - FPlac= Fositwve 1
15 35 L ST Ly | Food Fositive 1
15 35 2l b Serwice Megatwe [w]
17 a2 a0 Food Positiwve 1
15 (=1 Slooua , 11 Food Positiwve 1
19 2 L g S - Place Positwe 1
20 T2 caaTer o IS0 Food Positwe 1
21 2 2 el b Serwvice rMegatwe [a]
22 s el S Food Fositive 1
>3 i e narlac gl aarl FPrice MHMeutral a.5
29 = Slooua o 151 Food Positwe 1
25 30 S PSR B Place= Positwve 1
o] =4 =5 A=l o= B FPlac= Fositive 1
=27 QD ------------- B B N - Y Plac= Fositive 1

Figure 19: Classification process results
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The master Posts table then updated with the post rate bases on the classification

process as listed in Figure 20.
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Figure 20: Calculated post rate

Sta. Rate
P2
Pl
P15
Pl
P15
P
Pl
Pl
P2
P15
P25
Pl
P33
P o1
Pl
P2
P2
P25
P2
Pl
P
P35
poods

www.manaraa.com



82

1.29.3 Test Data

The test data process was conducted for about 20 actual post to make sure that
the developed application is ready to deal with these posts and generate the
expected results, the test process was repeated many times and the code
maintained to cover all possible cases, the dictionary and attributes were also
updated by adding new words, update some of them based on the testing results
for both normalization and classification functionalities, new methods and

classes also developed to process new cases.

1.30Results and Interpretations

After completing the testing process, we ran the application to process all
collected posts in the period between April to October 2014, which were about
600 post processed in this final run, the output of this run is 3000 classifications
(5 for each post) for the targeted locations and restaurants, the rate data field is

computed based on these classifications.

Now by running some SQL statements on the posts master table we came up

with the following results:

1- The outliers (Restaurants with computed rate less than Facebook rate )

are.
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a. KFC Facebook rate is 4 while the computed rate is

I. 3 for location number 3 (Abo Nsair and Al-Jbaiha)

1. 2 for location number 5 (Mecca St. Khalda , Um Alsommaq

,Abdallah Ghosheh ,Um Othaina and Al-Rabiah)

And KFC computed rate for all locations is 4

b. McDonalds Facebook rate is 4.5 while the computed rate is

I. 3 for location number 5 (Mecca St. Khalda , Um Alsommag ,Abdallah

Ghosheh ,Um Othaina and Al-Rabiah)

1. 4 for location number 1 (Tla'a Al-Ali, Al-Gardenz and Al-Madina

Almonawara)

And McDonalds computed rate for all locations is 4

c. Pizza Hut Facebook rate is 5 while the computed rate is

I. 3 for location number 3 (Abo Nsair and Al-Jbaiha)

And Pizza Hut computed rate for all locations is 4

d. Chilli House Facebook Rate is 3 while the computed rate is
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I. 1 for Location number 1 (1 (Tla'a Al-Ali, Al-Gardenz and Al-Madina

Almonawara)

Ii. 2 for location number 5 (Mecca St. Khalda , Um Alsommaqg ,Abdallah

Ghosheh ,Um Othaina and Al-Rabiah)

And Chilli house computed rate for all locations is 3

e. Lebnani Snack Facebook Rate is 4.5 while the computed rate is

I. 3 for Location number 4 (1 (Abdoun, Dair Ghbar and Alyasamin)

Ii. 3 for location number 5 (Mecca St. Khalda , Um Alsommaq ,Abdallah

Ghosheh ,Um Othaina and Al-Rabiah)

And Lebnani Snack computed rate for all locations is 3

2- We computed the location rate based on the customers posts (regardless

of the restaurant) and got the following results:

Location number 1 rate is 2

o

b. Location number 2 rate is 4

c. Location number 3 rate is 2

d. Location number 4 rate is 4

e. Location number 1 rate is 3
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We can conclude from these results that the level of satisfaction is good in
locations number 2 and 4 (Al-Madina AlRyadiah, Al-Shmeisani, Abdoun,Dair
Ghbar, Dahiet Al-Yasmeen) , while it is not acceptable in Locations 1, 3 and 5
(Tla'a Al-ali, Al-Gardenz, Al-Madina Almonawara, Abo-Nsair, Al-Jbaiha,

Mecca St, Khalda, Al- Rabieh, Um-thainah, Abdallah Ghosheh)

People always complain when there is something wrong or disturbing
and they do not always complement or tell about good things, if you for example
visit a restaurant to get your breakfast and you found that your car is scratched
when you left, you will tell all your friends about this what happened to your
car, and you might move the responsibility to the restaurant and start shouting
and ready to make a fight, however when you visit a restaurant with valet
service you will find it something normal and you will not inform your friends

about it.

The level of satisfaction is the indicator that these areas are preferred by
the customers and leads us to conclude that the whole environment in these
areas such as good public services, good parking, and the most important its

safety are acceptable and people feel happy and safe when visiting these areas.

On the other hand lower safe areas are always attractive for criminals and

vandals and there existence in these areas will be noticed by people and people
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will complain and tell their friend and will post their concerns and complains in

the social media.

Comparing these result with Cyber Crime Reports which organized by grouping
the areas of reported crimes into 5 locations similar to those areas considered in
the application, and comparing the number of crimes in each location with the
location rate generated from the application we can find low rate location was

higher in number of crimes and vice versa.

Cyber Crimes per location
Number
Location of Computed
Number Location Areas Crimes Rate
Tla'a Al-ali, Al-Gardenz, Al-Madina
1 Almonawara 15 2
2 Al-Madina AlRyadiah, Al-Shmeisani 12 4
3 Abo-Nsair, Al-Jbaiha 19 3
4 Abdoun,Dair Ghbar, Dahiet Al-Yasmeen 11 4
Mecca St, Khalda, Al- Rabieh, Um-thainah,
5 Abdallah Ghosheh 20 3
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1.31Conclusion:

The implemented application provides the country more control to predict the
level of security and safety at any location by analyzing social media contents
that contain valuable information about people feelings and opinions regarding
specific location or cluster, the government and CID can benefit from this
application to monitor and strengthen their existence in the required locations
(locations with low safety and satisfaction rate) to prevent the crime before it

Ooccur.
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Chapter Five

Conclusion and future works

1.32Introduction

In this thesis, we tried to study one of the most important topics to increase the
protection level of the country by predicting the crime locations. These
objectives can be achieved by providing the concerned government agencies
with the predicted locations based on people feeling and opinions to manage the

process of its forces in these locations to prevent the crimes before they happen.

1.33Conclusion

Facebook is rich with different data categories and users adopted it in all life

aspect and share all emotion and opinion through it.

Any research by Facebook is difficult but more accurate because Facebook has
unlimited spaces given to any users to write and participate with each other's,

that gives wider and more comprehensive view for any subject.

Crime prediction or crime location prediction is very useful to achieve the
protection which will result in a higher service quality at different locations and

provide new services to the population under high level of protection and safety.
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The developed application proved that Facebook data can be analyzed in a way
to provide good indicators about people feeling and opinions to the one of most
important needs for human being which is the feeling of safety, these indicator
can be the trigger to the security agencies to mobilize their resources in the
predicted locations to prevent criminals and vandals from committing a crime

and protect people from being a victim for these criminals.

1.34Future Works

The implemented application satisfied the desired requirements, and it can be

improved by the following:

1. Deep study and practice for text analysis especially Arabic language and
solve chat language issue to give the ability for analysis.

2. Develop data mining analysis algorithms to give wider view for any
location and any crime, and help to provide high level of protection. All
of this will help to get authentication need for any social media data.

3. Develop study to make ability to know which the criminal of any crime,
by studying users behavior and habits.

4. Study emotion of all country news to gain the ability to control criminal

activity.
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